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Policy Detail
1.

This Policy is beholden to the Proceeds of Crime Act 2002 (see
http://www.legislation.gov.uk/ukpga/2002/29/contents) and The Anti Money
Laundering (AML) Regulations
1.1.

Proceeds of Crime Act 2002:- “An Act to establish the Assets Recovery
Agency and make provision about the appointment of its Director and his
functions (including Revenue functions), to provide for confiscation orders
in relation to persons who benefit from criminal conduct and for restraint
orders to prohibit dealing with property, to allow the recovery of property
which is or represents property obtained through unlawful conduct or
which is intended to be used in unlawful conduct, to make provision about
money laundering, to make provision about investigations relating to
benefit from criminal conduct or to property which is or represents
property obtained through unlawful conduct or to money laundering, to
make provision to give effect to overseas requests and orders made where
property is found or believed to be obtained through criminal conduct, and
for connected purposes.”

1.2.

The AML Regulations require relevant businesses to:
• put in place procedures to verify the identity of customers on entering
into a business relationship or transaction and to carry out ongoing
monitoring during the business relationship
• keep records obtained in establishing customers’ identities and of
business relationships for five years
• train employees in the relevant procedures and law
• appoint a nominated officer whose role includes reporting to NCA, or its
successor, suspicions of money laundering activity
• put in place and maintain policies and procedures to cover the
requirements listed above

2.

Worcester City Council is a professional operation and takes its responsibilities to
ensure all players of their society lottery are operating within the law.

3.

Worcester City Council employ the services of Gatherwell Ltd a Remote External
Lottery Management company and therefore mainly take transactions
electronically through either Direct Debit, credit card and debit card. No cash
payments can be used for payment, mitigating the chance for the passing of
counterfeit money.
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4.

A number of safeguards are in place to validate players’ identities as part of the
account verification process. Additionally, safeguards are in place to ensure that
ticket purchases are not excessive, therefore mitigating the risk of money
laundering. If players tried to purchase excessive tickets then the system
controls built into the software algorithms will advise the player that they have
exceeded the number of tickets possible and stop the transaction.

5.

The software resides on secure servers. These reside behind encrypted firewalls
and offer bank level security protocols in the transfer of electronic data.
Additionally they are situated in a secure data centre managed by Disclosure and
Baring checked staff.

6.

All transactions for the software will have full audit trails of every transaction
made including timestamps. These audit trails will ensure that should any
suspicious activity be identified a full investigation by Gatherwell Ltd staff or law
enforcement bodies can be undertaken.

7.

In an effort to minimise the risk of fraudulent behaviour and demonstrate
impartiality throughout, the main Lottery draw each week takes the results from
an independently drawn lottery (currently identified as the Australian Super 66).
This ensures no fraudulent activity can be taken in the generation of the winning
set of numbers for the draw, To ensure compliance at an entry level into the
system, these numbers will need to be entered separately by two of the directors
of the business each week. The smaller local level prizes are generated based on
a random ticket selection from existing purchased tickets by an algorithm within
the software.

8.

Whilst by its definition a lottery is a random game of chance and therefore offers
little opportunity for collusion or cheating, any suspicion of malpractice will result
in the immediate blocking of the users account.

9.

Any evidence of illegal behaviour by staff will initiate a full investigation, during
which time the member of staff will be suspended from duties to ensure the full
protection of the players, staff and reputation of the business.

10. All companies who provide fundamental services in the provision of the service
(e.g Direct Debit Bureaus, Age Verification service providers, Prize fund
insurance etc) undergo rigorous validation in terms of their suitability, credibility
and reputation. This includes full financial health checks and references where
required.
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